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Executive Summary

PassMark has executed performance benchmark testing onohietyAntivirus, Internet

Security and Total Security products from various vendors between July and August 2008. The
results within this document are intended to complement and extend previcesuiést

collected by PassMark for Symantedviarch 2008 (please s&&ference #1: Antivirus
Performance Report for Windows Vista, Editior).2

PassMark will continue texecute performandeenchmarkesting on selected 2009 versions of
Antivirus, InternetSecurity and Total Security products during September and O@06D&rA
follow-up report comparing thiindingsin this reportwith our new resultsvill be releasedater
this year.

Testing was performed on all products ussegerainew performance mets. The new metrics
were:

Installation Size

Installation Time

Registry Key Count.

Copying, moving and deleting different types of common files.
Installing third party applications.

Downloadingbinary files fromwebsites.

File format conversion

File campression and decompression.

File write, open and close

E R

For twelve previously untested products, measurements were also made against the original
performance metrics:

Boot time.

Total Scan speed.

Ul launch speedinitial and subsequent)
Memory utilizatian.

IE launch speednitial and subsequent)

E I EEE]

These tests were not-executed for products tested in October 2007. For these products, we
haveincludedour results from last yeass part of our findings in this repdadr ease of
comparison between prodact

No attempt was made to measure the effectiveness of threat detectionaapehtsf the
productss covered by other industry benchmarks such as Virus Bulletin
(http://www.virusbtn.compndAV Comparatives (httpww.av-comparatives.ong This
repat is solely focused on measuring how responsive the applications are and by how
extensively the applications utilize the resources of the machine.

Testing wagperformedon adual coreVista machinethe same machine used in previous
testing The productshemselvesire divided into three groups:

i Antivirus (AV) products are defined in this report as products which are primarily
focused on detecting and remediating viruses and spyware.

1 Internet Security (IS) products provides athevirus and spyware remolieatures of
an AV, as well asadditional functions to provide greater Internet protection. These
featuregmayinclude protection against phishirrgpt kit detection, firewalls and
scanning of web pages and HTTP data.

i Total Security (TS) products providelata migration and backup features on toplbf
securityfeaturescommon tdS producs.

PassMark @ Software 8 Sep 08 Page 6 of 68



Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

Overall Ranking by Product Category

In the following tables, the products have been ranked by their overall score in comparison to

other products from that categofhe Best Possible Scorepresersa cat egor y6s maxi munn
score, i.e. thecae of a hypotheticaproductwhich has rankedirst in every testn that

category This figurevariesbetween categories because diffe@nbunts of productaere

testedfor eachcategory(IS: 10, AV: 12, TS: 5§, for examplejn the Total Securitgategorythe

best possiblscore would be 80 (5 products x 16 tests)

Internet Security (IS) Products

Product Name

Norton Internet Security 2009 154
ESET Smart Security 2008 14
Kaspersky Internet Security 8 141

Norton Internet Security 2008 115

FSecure Internet Security 2009 BETA 112

McAfee Internet Security 2008 111

G-Data Internet Security 2008 108

TrendMicro Internet Security 2008 97
Best Possible Score 176 ‘

Antivirus (AV) Products

Norton Antivirus 2009 145
ESET NOD32 Antivirus 3.0 143
[ weswvireeave | o |

Avast! Antivirus 4.8 124

Rising Security Antivirus 116
Kasperskyntivirus 8 101
SourceNext Virus Security ZERO 2008 99
AVG Free AV&AS 2008 94
Norton Antivirus 2008 94

Trend Micro Antivirus 2008 75
G-Data Antivirus 2008 64
McAfee VirusScanPlus 2008 64
Best Possible Score 192
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Total Security (TS) Products

ProductName Score
Norton 360 v2 54
Windows OneCare 2.0 52

McAfee Total Protection 2008 48
Trend Micro IS Pro 2008 37
Best Possible Score ‘ 80
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Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

Products Tested

This report compares our results for the following versiormaducts:

Internet Security (IS) Products

Manufacturer Product Product Date Test
Name Version Tested type

G e | e [
B
[t et st 2v0s M | o (A o] [N
ehmmsiyacs | wotm | el | )|
[l s et s<coet 2ol Wi o dors i [ouioa i Bineremeriall
comasovere  fGUan G- sanppney | i || e | hae |
[ESEwiSman Sesiy 206l 1 (ai0me0l [Faug e | Fineremertal |

IHE%%HEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Antivirus (AV) Products

Manufacturer Product Product Date Test
Name Version Tested type

McAfee Inc.

AVG Technologies
Trend Micro Ltd.

SourceNext
Corporation

G Data Software

ESET

Avira gmbH

ALWIL Software

Beijing Rising Int.
Software Co.
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Total Security (TS) Products

Name Version Tested type
EOTCETl eenseove 2314 woo aemenal
DT oo Tom proseion 2008 80244 w09 el
EETM vindows Orecare20 2520003 Aw0s el
EEITT T wioispro20s 10101009 A5 el
DM sioserder ToaiSecuty 2000 10017 Aug08 el
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Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

Original Set of Metrics i Criteria Measured

This original set of metrics was used in the previous test. These mvetriesekcted because

theyprovidlan i ndi cation of the productoés performance
impacedon the user experiencall metricsare objectiveandcan be replicated and reproduced

by third parties if required.

Please seAppendix 1i Testmethodi How did we conduct these testsr detailedtest
methodologies.

Benchmark 17 Boot Time

The time taken for the machine to boot was measured. It is typicahfioiral or security suite
applicationgo be launched at Windows stanp. This typically adds some amount of time to the

boot time for the machine. Our aim was to measure the additional time added to the boot process
as a result of installing these applications. Shorter boot times indicatbetepplication has

less impact on the normal operation of the machine.

Benchmark 27 Scan Speed

All these products have functionality designed to detect viruses and various other forms of

malware by scanning files on the system. This test measureththaof time required to scan

a typical set of clean files. The sample set used against all products was 1.2GB worth of data,

made up of typical Windowbs files from the Windo

Benchmark 37 User Interface Launch Speed

Thetime taken to start the User Interface of the product was measured. This is one measure of
how responsive an application appears to a user. Both the initial launch time and the subsequent
launch times, to allow for caching effects, were measured. Forisitpginly the more critical

initial times are used in this report.

Benchmark 4 i Memory Utilization

The amount of RAM used by the product was measured while the machine and product were in
an idle state, running in the background. All processes usec lapfilication were identified

and the total RAM usage calculated. The less RAM an application uses while resident in the
background the better. Idle state measurements were made, as opposed to RAM used while
actively scanning, because it is easier to meathe stable idle state and the aim was to see

what resources were being used on a permanent basis.

Benchmark 571 IE launch Speed

The time taken to start the user interface of Internet Explorer was measured. This is one measure
of how the product impacten the responsiveness of the system. Both the initial launch time and
the subsequent launch timés allow for caching effects, were measured. For simplicity only

the more critical initial times are used in this report.
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Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

New Set of Metrics T Criteria Measured

New to this report, thiadditional sebf metrics waselected to supplement andend the

initial set of metricgn testingto auseb experienceof a software producthese new

benchmarks include installati@peedthe amount of installation spa a product will occupy on

a userds hard drive and the amount of keys added

Benchmarks @hroughto 14 comprise ofascripp ased fiper f or manceofobstacl e
thesebenchmark were designed tprovide performace results in the context tife end user

experience by mimickingerformance of tasks that endersmayperform on aeattime or

daily basis

Please refer téAppendix 1i Testmethodi How did we conduct these testsfor detailed test
methodologies.

Benchmark 6 i Installation Time

It is important that a user has gaoirdt impressions of a producthe speed and ease of the
installation process will strongly impact this initial experience. Thisnestsureshe minimum
Installation Timea product requires to be fully functional and ready for use by the end user
Lowertimesrepresent products which are quickara usetto install.

Benchmark 71 Installation Size

New technologies push the size limits of hdrives every yeaiDespite thisthe installation

size test remains popular among reviewers and home users alike dueateitd replicatiorA

p r o d installabian Sizénas been defined #ise difference between the snapshot of the Disk
Space (C: dve) before and after the product is installed on the systaémsmalkr the
differenceis betweerthesedisk spacenapshots, thiessdisk spacea product will take upn a

u s e mai@ disk.

Benchmark 81 Registry Key Count

A large registry increasesma c hi nedés use of resources. This is |
system performance, especially on much older machines. This test measures the amount of keys

and values added to registry, after rebooting the test machines, following a successful product

installation. Lower numbers mean that a product has had less impact on the registry.

Benchmark 97 File Copy, Move and Delete

This metricmeasurd the amount of time required toove, copyand delet a sample set of
files. Thesample file set contairseveratypes of file famatsthat a Windows user would
encounter in daily usé@hesdormats includedocuments (e.g. Microsoft Office documents,
Adobe PDF, Zip files, et¢nedia formatsd.g. images, movies and music) aydtem files
(e.g. executables, libras, etc).

Benchmark 1071 Installing Third Party Applications
This metric measutkthe amount of time required testal and uninstall third party programs.
Benchmark 117 Binary File Download Speed

The metric measudgthe amount of time required townlcada variety ofbinary filesthrough
HTTP. Binary files used in this tegstcludefile formatsthat users would typically download
from the websuch asmages, archives musicfiles and movie files.
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Benchmark 121 File Format Conversion

This testmeasiresthe amount of time requirdd convert an MP3 file to a WAV and
subsequentlygonvert the same MP3 file ®WMA format.

Benchmark 1371 File Compression and Decompression

This metric measurale amount of time required twompression and decompression of
different types of files. Files formats used in this test included documents, movies and images.

Benchmark 147 File Write, Open and Close

This benchmar k was der i v eahttf/mewthe@pyicomrWar ner 6s Fi |
(please seReference #: What Really Slows Windows DowyriThis metric measurdhe
amount of time requirefbr thesystemto write a file, then open and closaatliile.
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Benchmark Report PERFORMANCE TESTING of 2009 PRODUCTS

Test Results T Internet Security (IS) Products

In the following chartswe have highlightedhe results we obtained fblorton Irternet Security
2009 in orange. For ease of comparison, we havehabtighted ndustryaverages in black.

Benchmark 17 Boot Time

The following charcompars the average system boot time (from a darop15 boots) for
eachinternet Securityproductwe tested Products withdwer boot times are considered better
performing products in this category.

Norton Internet Security 200¢

Norton Internet Security 2008
McAfee Internet Security 200¢

Trend Micro Internet Security 200t

Kaspersky Internet Security : — —

ESET Smart SECUrily 20( i —————

Industry Average

GData Internet Security 200§ e —]
FSecure Internet Security 2009 BE | | ————————
AVG Internet Security 200:

Panda INternet Security 20 0: |s———————]

0 10 20 30 40 50 60 70
Boot Time in Seconds (set

Benchmark 27 Scan Speed

The following charcompare the average scan time@i#f59 files (totalindd82MB) for each
Internet Security product we testéthistime is calculated by averaging thatial (Runl) and
subsequentRuns2-5) scan timesProducts withdwer scan times are considered better
performing products in this category.

Norton Internet Security 200¢ jsssssd 32.60
Kaspersky Internet Security |
Panda Internet Security 200 |

ESET Smart Security 201

Norton Internet Security 200¢ ===

Trend Micro Internet Security 200
Industry Average

FSecure Internet Security 2009 BE”
McAfee Internet Security 200!
G-Data Internet Security 200¢

AVG Internet Security 200

155.44

'!""!7

0 50 100 150 200 250 300 350 400

Total Scan Speed in Seconds (s¢
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Benchmark 3ai Initial Ul Launch Time

The following charcompare the average launch tisef the User Interfacéafter reboadng the
maching for each Internet Security produge tested Products withdwer Ul launch times are
considered better performing productdhis category.

ESET Smart Security 20(
Norton Internet Security 200¢ jued 253.68
Norton Internet Security 200¢ |

Kaspersky Internet Security |
McAfee Internet Security 200¢ |
Industry Average 1,628.39
G-Data Internet Security 200¢ | T —— 1

AVG Internet Security 200 S ! !
F-Secure Internet Security 2009 BE = Fo——
[TTTTTTTT

1 1

Panda Internet Security 200
Trend Micro Internet Security 200! ="

[

!

!
o
o
1

0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000

Initial Ul Launch Speed in Milliseconds (m

Benchmark 3b 1 Subsequent Ul Launch Time

The following charcompars the average launch tisef the User Interface by restarting the
Internet Security applicatiofwithout rebooting the machipéor each Internet Security product
testal. Lower times are betteProducts withdwer Ul launch times are considered better
performing products in this category.

ESET Smart Security 20(J
Norton Internet Security 200¢ jsssd 268.49
Norton Internet Security 200¢ ==l

GData Internet Security 200¢ =]

Kaspersky Internet Security

McAfee Internet Security 200¢

Industry Average 1,175.21

AVG Internet Security 200! = 1

FSecure Internet Security 2009 BE

Panda Internet Security 200!

Trend Micro Internet Security 200¢

|

[[TTT]

I
I
[TTTTTTTTTTT ]
1 1 1

0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000

Subsequent Ul Launch Speed in Milliseconds (r
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Benchmark 41 Memory Utilization

The following charcompare the average amount of RAM usaedhile idle for each Internet
Securityproduct testedThis average is taken from a sampleesfmemory snapshots taken at
roughly 60 seconds apart after rebdtoducts withdwer idle RAM usage are considered
better performing products in this category.

Norton Internet Security 200¢ jsssd 6.92
Norton Internet Security 200¢ [l

Kaspersky Internet Security

ESET Smart Security 20f

Industry Average 50.20
Trend Micro Internet Security 200 W
AV G Internet Se Uity 200 e

[ [ [ [ [ [

FSecure Internet Security 2009 BE” e e—— '
McAfee Internet Security 200! Fop— ! ! e ——

[ [

1 1

4

GData Internet Security 200¢ e —————
Panda Internet Security 200 Sesssssesssessssssasasas

3
L

0 10 20 30 40 50 60 70 80 90 100

Memory Usage in Megabytes (MB

Benchmark 5a i Initial IE Launch Time

The following charcompareghe average launch times of Internet Explorer after rébgpohe
machinefor each Internet Security product we testerbducts withdwer IE launch times are
considered better performing products in this category.

FSecure Internet Security 2009 BE sl
ESET Smart Security 20( ess———

Kaspersky Internet Security

Norton Internet Security 200¢ -'-'-—_l-“ 598.08

Panda Internet Security 200: W
McAfee Internet Security 200¢
Industry Average m 950.43
Trend Micro Internet Security 200! S ——
AVG Internet Security 200! eSS

GData Internet Security 200¢ SaaSaSS
Norton Internet Security 200¢ S

0 500 1,000 1,500 2,000 2,500

Initial IE Launch Speed in Milliseconds (m
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Benchmark 5b 1 Subsequent IE Launch Time

The following charcompareghe average launch times of Internet Explorer after application
restart(without rebooting the machihéor each Internet Security product we testducts
with lower IE launch times amonsidered better performing products in this category.

ESET Smart Security 20!

FSecure Internet Security 2009 BE' s
Kaspersky Internet Security W
Trend Micro Internet Security 200
Norton Internet Security 200¢

G-Data Internet Security 200¢
Industry Average 505.03

McAfee Internet Security 200! S
Panda Internet Security 200 =
Norton Internet Security 200¢ S

AVG Internet Security 200

0 100 200 300 400 500 600 700 800

Subsequent IE Launch Speed in Milliseconds (r

Benchmark 61 Installation Time

The following charcompareghe minimum installation time it takes for Internet Security
productto be fully functional and ready for use by the end URBeyducs with lower
installation times are considered better performing products in this category.

Norton Internet Security 200¢ ILSZ.?
ESET Smart Security 20!

AVG Internet Security 200
Kaspersky Internet Security

Industry Average 202.00
G-Data Internet Security 200¢ W
Panda Internet Security 200 SESSSsSESEsTTTTsnanna

FSecure Internet Security 2009 BE" =
Norton Internet Security 200¢ =
Trend Micro Internet Security 200 S SEEESERERERRERERERRER
McAfee Internet Security 200! e SRR ———

=

0 50 100 150 200 250 300 350 400 450 500

Installation Time in Seconds (sec
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Benchmark 71 Installation Size

The following charcomparegheinstallation sizes of Internet Security produétsoducts with
lower installation sizes are csidered better performing products in this category.

Norton Internet Security 200¢ |ssd 1412.46
ESET Smart Security 20! — |

Kaspersky Internet Security ! d
FSecure Internet Security 2009 BE”

Industry Average

709!82
G-Data Internet Security ZOOEW

AVG Internet Security 200
McAfee Internet Security 200¢
Norton Internet Security 2008

Panda Internet Security 200
Trend Micro Internet Security 200¢

4

0 200 400 600 800 1,000 1,200

Installation size in Megabytes (MB

Benchmark 81 Registry Key Count

The following charcompares the amount of Registry Keys created during product installation,

for each Internet Security product we tested. Products itk key coats are considered
better performing products in this category.

AVG Internet Security 200; "=

ESET Smart Security 20(

Norton Internet Security 2008
FSecure Internet Security 2009 BE”
Panda Internet Security 200

2,582

Industry Average
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Norton Internet Security 2008
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Benchmark 971 File Copy, Move and Delete

The following charcompareghe averagespeed of file copying, moving and deleting for each
Internet Security product we test&toducts withdwer times are considered better performing
products in this category.

Kaspersky Internet Security
ESET Smart Security 20(

Norton Internet Security 200¢
Panda Internet Security 200 ="
McAfee Internet Security 200¢
Industry Average

Norton Internet Security 200¢
FSecure Internet Security 2009 BE] |
Trend Micro Internet Security 200¢
GData Internet Security 200¢ ==
AVG Internet Security 200:
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0 10 20 30 40 50 60 70 80 90 100

File Copy, Move and DeleteTime in Seconds (sec

Benchmark 107 Installation of Third Party Applications

The following charcompares thaveragespeed of installation of third party applicatidos
each Internet Security product tested Products withdwer times are considered better
performing products in this category.

AVG Internet Security 200:
Norton Internet Security 200€
Panda Internet Security 200.
ESET Smart Security 20(
Kaspersky Internet Security

Industry Average
McAfee Internet Security 200¢ 50.82

Norton Internet Security 2008 s 5 S Ij 51.63
FSecure Internet Security 2009 BE s e e —— 4
GData Internet Security 200¢ ,,,,l,,,,l,...l....l....l...‘,
Trend Micro Internet Security 200 S S SRR RR————
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Third Party Program Installation Time in Seconds (sec
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Benchmark 1171 Binary File Download Speed

The following charcompares thaveragespeed of HTTP downloads of common file tyfes
each Internet Security pradt we testedProducts withdwer times are considered better
performing products in this category.

Trend Micro Internet Security 200¢
McAfee Internet Security 200¢
Norton Internet Security 200¢

ESET Smart Security 20(

Panda Internet Security 200

Norton Internet Security 200¢
Kaspersky Internet Security
Industry Average

G-Data Internet Security 200¢
F-Secure Internet Security 2009 BE1
AVG Internet Security 200:

r-u-u-n-rn-—rn-—'-l

0 20 40 60 80 100 120

Binary File Download Time in Seconds (sec

Benchmark 121 File Format Conversion

The following charcompa

res thaveragespeed at which files can be converted from one file

format to another (M1 WMA, MP31 WAV) for each Internet Security product we tested.
Products withdwer times are considered better performing products in this category.

McAfee Internet Security 200¢
AVG Internet Security 200i

Norton Internet Security 2008
Norton Internet Security 2008
ESET Smart Security 20!
Kaspersky Internet Security
Industry Average

GData Internet Security 200¢
Trend Micro Internet Security 200¢
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Benchmark 1371 File Compression and Decompression

The following charcompares thaveragespeed at with files can be compressed and
decompressefbr each Internet Security product we testechducts withdwer times are
considered better performing products in this category.

Norton Internet Security 2009
AVG Internet Security 200:
Kaspersky Internet Security
McAfee Internet Security 200¢ ="
Panda Internet Security 200.
Industry Average 39.44
Norton Internet Security 200¢
GData Internet Security 200¢ ““““
Trend Micro Internet Security 200¢ e ——
FSecure Internet Security 2009 BE1 T ' —
1 1 1 1 1 1 1

[TTTTTT]
ESET Smart Security 20(

0 5 10 15 20 25 30 35 40 45 50

File Compression and Decompressieflime in Seconds (sec

Benchmark 147 File Write, Open and Close

The following charcompares thaveragespeed at which file can be written to the hard drive,
then opened and closedr each Internet Security product we testeahducts withdwer times
are considered better performing products in this category.

AVG Internet Security 200:
G-Data Internet Security 200¢
Panda Internet Security 200
Norton Internet Security 200¢ 51.74
Trend Micro Internet Security 200¢
Kaspersky Internet Security
ESET Smart Security 20(

Industry Average 174.10

Norton Internet Security 200¢ ,,,,‘,,,,‘,H‘
McAfee Internet Security 200¢ ““““
F-Secure INternet SeC Uity 2100019 BT s s ——————————

0 100 200 300 400 500 600 700 800 900

File Write, Open and CloseTime in Seconds (sec

* F-Secure Internet Security 2009 Bta performed abnormally poorly in this categeviiencompared to other
products ¢ver 3,400 secondsn average to execute the jeShe industry averagexcludeshis result and the chart has
been rescaled temphasize the differencbstween the remaing products.
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Test Results T Antivirus (AV) Products

In the following charts, we have highlighted the results we obtained for Norton Antivirus 2009
in orange. For ease of comparison, we tege highlightedrnidustryaverages in black.

Benchmark 17 Boot Time

The following charcompares the average system boot time (from a sample of 15 boots) for
each Internet Security product we testeébducts withdwer boot times are considered better
performing products in this category.

ESET NOD32 Antivirus 3
Norton Antivirus 2009
Norton Antivirus 2008

Avast! Antivirus 4.8

Kaspersky Antivirus ¢

Trend Micro Antivirus 200¢

Industry Average

Avira AntiVir Free AV ¢

SourceNext Virus Security ZERO 2(
G-Data Antivirus 2008

AVG Free AV&AS 20C

Rising Security Antiviru:

McAfee VirusScanPlus 20(

[ [
[ |
| |
[ [
| |
1 1

0 10 20 30 40 50
Boot Time in Seconds (set

Benchmark 27 Scan Speed

The following chartcompars the average scan time@if59 files (totaling 982MBfor each
Internet Security product we testékhis time is calculated by averaging the initial (Run 1) and
subsequent (Runs®) scan timesProducts withdwer scan times ansidered better
performing products in this category.
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Benchmark 3ai Initial Ul Launch Time

The following charcompares the average launch times of the User Interface (after rebooting the
machine) for each Internet Security product we tefReaducs with lower Ul launch times are
considered better performing products in this category.
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Benchmark 3b 1 Subsequent Ul Launch Time

The following charcompares the average launch times of the User Interface by restarting the
Internet Security applicatiofwithout rebooting the machine) for each Internet Security product
tested. Lower times are bett@roducts withdwer Ul launch times are considered better
performing products in this category.
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Benchmark 41 Memory Utilization

The following charcompares the average amount of RAM used while idle for each Internet
Security product tested. This average is taken from a sample of ten memory snapshots taken at
roughly 60 seconds apart after rebdtoducts withdwer idle RAM usage are considered

better mrforming products in this category.
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Benchmark 5a i Initial IE Launch Time

The following charcompares the average launch times of Internet Explorer after rebooting the
machine for each Internet Security product we tefeaducts withdwer IE launchimes are
considered better performing products in this category.
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Benchmark 5b 1 Subsequent IE Launch Time

The following charcompares the average launch times of Internet Explorer after application

restart (without rebooting the machine) for eaclerim¢t Security product we testéttoducts
with lower IE launch times are considered better performing products in this category.
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Benchmark 6 1 Installation Time

The following charcompareghe minimum installation time it takes for Internet Security
products to be fully functional and ready for use by the end Bseducts withdwer
installation times are considered better performing products in this category.
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